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Internet pa 15
sekunder

» Ett natverk av natverk
 Kommunikationen bygger pa IP

* Routing styr trafik baserat pa IP-addresser
* DNS binder samman namn och IP

* Nat != geografi
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Domannamnets roll

 Domannamn ar en abstrahering av |P-adresser

« Domannamn ar en typ av address, men inte bara en
adress

« Domannamn har flera fordelar

Lattare att komma ihag an en IP-adress

Kan gruppera natverksenheter under ett namn, aven om de inte delar
nat eller geografisk placering

Kan signalera typ av tjanst (mail, www)

Ger igenkanning

Kan knytas till ett varumarke

« Kan vara ankare for annan data (kryptonycklar,
metainformation for tjanster)
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DNS

Domain Name System

o Stor databas

Ger svar pa specifika fragor

Inte sokbar eler bladderbar
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Domantradets struktur
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Domantradets struktur

WWW.IIS.Se.

com Org

dn apple

mx 1

?)

¥ INTERNETSTIFTELSEN % |

" g -’4.
R o § 3 o f 3 TR

s 22 3 7 4 yZ ) ol




Pekare

Vad fragar man efter?

SOA
NS

A
AAAA
CNAME
MX
TXT
PTR
SRV
(ANY)
(AXFR)
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SOA
NS

A
AAAA
CNAME
MX
TXT
PTR
SRV
(ANY)
(AXFR)

Pekartyper

Hur anvands de?

Start Of Authority; Info om zonen
Name Server

IPv4 adress (159.253.30.216)
IPv6 adress (2a02:750:7:3305::216)
Alias

Mail Exchanger

Fritext (anvands for SPF mm.)
Bakatuppslag

Info for tjanster (telefoni, office365)
Pseudopekare

Pseudopekare
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Owner Name

WWW.IIS.Se.

I1S.Se.

I1S.Se.

-y

s e

I1S.Se.

I1S.Se.

I1S.Se.

TTL Class

60

3660
1610]0
1610]0

60
60

IN

IN
IN
IN

IN
IN

Type

A

NS
NS
NS

MX
MX

Pekar-anatomi

Rdata

159.253.30.216
1.nS.Se.
Nns.nic.se.

Ns3.nic.se.

5 mx1.lis.se.

5 mx2.lis.se.
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, <<>>DIiG 9.10.6 <<>>is.se a

;; global options: +cmd

.; Got answer:

;. -=>>HEADER<<- opcode: QUERY, status: NOERROR, id: 42009

;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

:: OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096
. QUESTION SECTION:

‘lis.se. IN A

;; ANSWER SECTION:
lis.se. 77 IN A 159.253.30.216

;; Query time: 112 msec

. SERVER: 172.20.10.1#53(172.20.10.1)
;» WHEN: Wed Jul 15 15:29:58 CEST 2020
. MSG SIZE rcvd: 51




Resolving

Hur hittar man fram till ratt zon?

« Resolvers ar ocksa DNS-servrar

e Men de har en annan roll an de auktoritativa
namnservrarna

* Auktoritativa namnservrar ager zondata for sina
domaner och svarar bara pa forfragningar for
dessa

* Resolvers ager ingen zondata, men forsoker ta
reda pa den for att ge svar

 Resolvers traverserar domantradet tills de far ett
svar eller ett fel
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Resolving (old school)

WWW.iis.se?

dn

org

mx 1

Nasa
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WWWw.iis.se?

com

dn

org

mx 1

Nasa
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}
(V) ANSWER: 0
ﬂ‘
- QUESTION SECTION:
"WWW.IIS.Se. IN A
- AUTHORITY SECTION:
= se. 172800 IN NS a.ns.se.
y se. 172800 IN NS b.ns.se.
com org se. 172800 IN NS c.ns.se. mn
- ADDITIONAL SECTION:
a.ns.se. 172800 IN A 192.36.144.107
p ~ b.ns.se. 172800 IN A 192.36.133.107
c.ns.se. 172800 IN A 192.36.135.107
dn apple nasa ot
S y a.ns.se. 172800 IN JAVAVAVAY 2a01:3f0:0:301::53
b.ns.se. 172800 IN JAVAVAVAY 2001:67¢:254¢:301::53
c.ns.se. 172800 IN JAVAVAVAY 2001:67¢:2554:301::53
wis
mx1 _



(V) ANSWER: 0
ﬂ‘
- QUESTION SECTION:
"WWW.IIS.Se. IN A
- AUTHORITY SECTION:
! se. 172800 IN NS a.ns.se.
a A 4 R Y
se. 172800 IN NS b.ns.se.
com org se. 172800 IN NS c.ns.se.
‘\\:/
- ADDITIONAL SECTION:
a.ns.se. 172800 IN A 192.36.144.107
e e b.ns.se. 172800 IN A 192.36.133.107
c.ns.se. 172800 IN A 192.36.135.107
dn apple nasa
N N a.ns.se. 172800 IN JAVAVAVAY 2a01:3f0:0:301::53
b.ns.se. 172800 IN JAVAVAVAY 2001:67c:254¢:301::53
c.ns.se. 172800 IN JAVAVAVAY 2001:67¢c:2554:301::53
wis
mx1 gt ? —"



WWwWWw.iis.se?

com

dn

org
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-
mx 1
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e )
com

- %

e ) e )
dn apple

- % - %

mx 1

org

Nasa

H
, ANSWER: 0
R
- QUESTION SECTION:
"WWW.iIS.Se. IN A
- AUTHORITY SECTION:
lis.se. 86400 IN NS ns.nic.se.
lis.se. 86400 IN NS l.ns.se.
lis.se. 86400 IN NS ns3.nic.se. m
- ADDITIONAL SECTION:
ns3.nic.se. 86400 IN JAVAVAVAY 2001:67¢c:124¢:2007::45
ns.nic.se. 86400 IN JAVAVAVAY 2001:67c:124c:100a::45
ns3.nic.se. 86400 IN A 91.226.37.45
ns.nic.se. 86400 IN A 91.226.36.45
.‘ o
W -




“ANSWER: 0
(V) [
- QUESTION SECTION:
"WWW.iIS.Se. IN A
- AUTHORITY SECTION: \
p < p . ! is.se. 86400 IN NS ns.nic.se.
y iis.se. 86400 IN NS i.ns.se.
lis.se. 86400 IN NS ns3.nic.se.
N
- ADDITIONAL SECTION:
ns3.nic.se. 86400 IN  AAAA 2001:67¢:124¢:2007::45
ns.nic.se. 86400 IN  AAAA 2001:67¢:124¢:100a::45
P _—1 g . . ns3.nic.se. 86400 IN A 91.226.37.45
_— Qs.nic.se. 86400 IN A 91.226.36.45 /
4« dn apple nasa
N J N J N J LW ™ o
a ) "
MX 1 i o
\_ J
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WWwWWw.iis.se?

com

dn
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;; global options: +cmd

;; Got answer:

., -=>>HEADER<<- opcode: QUERY, status: NOERROR, id: 5399

;o flags: graard; QUERY: 1, ANSWER: 1, AUTHORITY: 3, ADDITIONAL: 5
;» WARNING: recursion requested but not available

159.253.30.216

;; OPT PSEUDOSECTION:

; EDNS: version: O, flags:; udp: 4096
;; QUESTION SECTION:
"WWW.IIS.Se. IN A

;; ANSWER SECTION:

" wWwWw.iis.se. 60 IN A 159.253.30.216
- AUTHORITY SECTION:
iis.se. 3600 IN NS i.ns.se.
‘& iis.se. 3600 IN NS ns3.nic.se.
\ lis.se. 3600 IN NS ns.nic.se.
' ADDITIONAL SECTION:
ns.nic.se. 3600 IN JAVAVAVAY 2001:67c:124c¢:100a::45
ns3.nic.se. 3600 IN JAVAVAVAY 2001:67¢:124c¢:2007::45
ns.nic.se. 3600 IN A 91.226.36.45
ns3.nic.se. 3600 IN A 91.226.37.45
wis
o




www.lis.se = 159.253.30.216

e T

Y x1g' '1‘:5:1.
s se s v.-.“-x::-r<'=:‘l"t e ;!?‘,’.:‘x"”'”.- _‘!”: i 1 Wiy
\ W i ot f 1 i
O r " n . "y Y e I |
W, I B} }
i B ‘‘‘‘‘ i
! | G
. " namcmmnum"\.‘ l iiﬂ
i, ikt Wy i " '
i I My, """'”“":‘”'m‘”_ihii_;“'_" i

dn apple nasa | M i

mx 1

il &

INTERNETSTIFTELSEN ¥



Resolving
Utveckling

+ Klassisk DNS (Old school)
 Port 53
« UDP (TCP vid behov)
« Okrypterade fragor

 DoT — DNS over TLS
 Port 853
- TCP
* Krypterade fragor

e DoH - DNS over HTTPS

. Port 443
. TCP

* Krypterade fragor
« Ser ut som vanlig HTTPS trafik

 DoQ - DNS over Quic
* Port 853
* Quic
* Krypterade fragor
« QMIN — Query Name Minimization

NS i * Mer ‘diskret’ resolving
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Bakatuppslag

« Hitta ett namn accocierat med en |IP
* Fungerar (nastan) precis som vanligt
 Siffror ar giltiga labels

 Egen toppdoman: .arpa

* in-addr.arpa (for IPv4)
* p6.arpa (for IPvo)

 Frammat och bakatuppslag ar inte
nodvandigtvis kopplade till varandra

« |P-adressens ‘agare’ styr normalt over
bakatuppslag
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Bakatuppslag

e |P-adresser och domannamn har omvand
ordning pa sina mest till minst signifikanta
delar

« 159.253.30.216

e WWW.IIS.Sse.

 |P-adressen behover ‘inverteras’ for att
passa in | domannamnsystemet.

« 159.253.30.216 - 216.30.253.159

« Labels avgransas vid oktetterna |
adressen (for IPv4)

e 216.30.253.159.in-addr.arpa.
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159.253.30.216 = ?

org

INTERNETSTIFTELSEN ¥



DNSSEC

DNS Security Extentions

* Vad ar det?
* Vad gor det?

* Varfor behover vi det?

£y

INTERNETSTIFTELSEN %*



DNSSEC

DNS Security Extentions

Vad ar DNSSEC?

« “Skalskydd” for en doman

» Digital signering av DNS-data

« Ser till att DNS-datan kommer fran dataagaren t
source of truth) och ar oférvanska 3

» Ar en forutsattning for andra sakerhetsmekanismer,
t.ex. DANE

« OBS! Krypterar inte DNS-trafiken
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Kryptografiska signaturer

Asymetrisk kryptering (PGP, SSH, TLS)
Nyckelpar som genereras tillsammans

En nyckel halls hemlig, den andra sprids fritt
(privat/publik)

En nyckel kan inte dekryptera det den krypterat

Endast den andra nyckeln | nyckelparet kan det
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‘DS” (.)

KSK (.se)
ZSK (.se)
DS (iis.se)

KSK (iis.se)
ZSK (iis.se)




“‘DS” (.)

. D
ROOT
\ o
. D
se —
N Y KSK (.se)
ZSK (.se)
DS (iis.se) .
. D
& \ Akronym Namn Funktion
" /
KSK (iis.se)
ZSK (iis.se) KSK Key Signing Key Signerar ZSK
ZSK Zone Signing Key Signerar Zondata
. D
WWW (CSK) Combined Signing Key | Variant av signering motsvarande KSK/ZSK i samma nyckel
S g DS Delegation Signer Hash av KSK/CSK. Aterfinns | féraldrazonen
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https://zonemaster.se — kontrollera din doman
https://dnsviz.net — visualisera domantradet for din doman

https://toolbox.googleapps.com/apps/dig/ — begransad DIG-klient






IP adresser

Alla datorer har (minst) en |IP-address

¢ IPv4 (159.253.30.207)
« IPv6 (2a02:750:7:3305::2d4)

Unik* identifierare
RFC1918
RIR (Regional Internet Registry)

RIPE
ARIN
AIPNIC
AFRINIC
OCEANIC

LIR (Local Internet Registry)
« Ofta ISP
Internets “Styrning”

* |ANA
- |CANN




Routing

* Dirigerar trafiken mellan tva IP-adresser

» Oftast dynamisk (BGP, OSPF mm.)

* Multipla vagar till samma destination

« Unicast

 Multicast
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amazon.com
dn.se

N

skatteverket.se

bbc.co.uk
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Routing

dmaZon.com

dn.se .

skatteverket.se

bbc.co.uk . Inte rn et
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Routing

dn.se .

dn.se

dn.se . Inte rnet
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Unicast

52.57.34.202 .

3.120.49.166

3.123.225.155 . Inte met
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Anycast

52.57.34.202 .

52.57.34.202

52.57.34.202 . Inte ' et
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